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Fuzzers

Artificial Intelligence for Testcase Generation
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[ Intel PT Data ]

Taken

Not Taken

Target IP (0x1009)
Target IP (0x1055)
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[Memory Dump]

[ Intel PT Data ]

Taken

Not Taken

Target IP (0x1009)
Target IP (0x1055)
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Taken 0x1000 0x0000 -> 0x1000
Not Taken 0x1004 0x1000 -> 0x1004
Target IP (0x1009) 0x1009 0x1004 -> 0x1009

Target IP (0x1055) 0x1055
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[ Intel PT Data ]—»[ Traces ]—»[ Transitions ]—»[ Bitmap

Taken 0x1000 0x0000 -> 0x1000 10010010100101
Not Taken 0x1004 0x1000 -> 0x1004
Target IP (0x1009) 0x1009 0x1004 -> 0x1009

Target IP (0x1055) 0x1055
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Reset Hard Disk

Custom In-Memory
Copy-On-Write
Block Device Layer

O(1) Reset
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Test: gdiplus_test.exe

Just Spawing Processes
~80 execs/sec

Spawn & File Write
~40 execs/sec

Nyx w. Intel PT & File Writes & Full System Reloads
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Avoid Startup Time
+ Noise free
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Conttnutng
[New Thread oxez41obds (Lup 112252)]

[New Thread xeibocbas
Thread 1 “hi2_Linux" recetved stgnal SIGSEGV, Segnentatton fault o

Jfes—

mencpy_sse2_unaligneds639>:  movntda XHMHORD PTR [ebx] ks
nencpy’ Povntdq XHRWORD PTR
XAHHORD PTR
Q XHHAORD PTR [
q XHHNORD PTR
x » XAHHORD PTR
Vo562 unaligned 673>:  movntda XAHHORD PTR [ebx10x70] xnmn7

> extressere <
Oxt750003 <

by
“nencpy_sse2

Oxfressn21 <
nencpy_ssez_unaligned () at .. /sysdeps/1386/1686/nulttarch/mencpy-sse2-unaligned.5:628
28 Tyideps /1386/1686/nil tiar ch/nencpy-ssez-unaligned. 5 No such ile or directory
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%t gdb ./target

gdb> I
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%t gdb ./target

gdb> b recv
Breakpoint 1 at Bxd@6d7@
gdb> I
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%t gdb ./target

gdb> b recv

Breakpoint 1 at Bxd@6d7@

gdb> run

Starting program: /tmp/target

Breakpoint 1, Bx4B6d78 in main ()
gdb> i
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%t gdb ./target

gdb> b recv

Breakpoint 1 at Bxd@6d7@

gdb> run

Starting program: /tmp/target

Breakpoint 1, Bx4B6d78 in main ()
gdb> list

123 recv_size = recwifd, buf, max_size, flags):

gdb> i
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%t gdb ./target

gdb> b recv

Breakpoint 1 at Bxd@6d7@

gdb> run

Starting program: /tmp/target

Breakpoint 1, Bx4B6d78 in main ()
gdb> list

123 recv_size = recwifd, buf, max_size, flags):

gdb> fuzz_set_size &recv_size
odb> I
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%t gdb ./target

gdb> b recv

Breakpoint 1 at Bxd@6d7@

gdb> run

Starting program: /tmp/target

Breakpoint 1, Bx4B6d78 in main ()
gdb> list

123 recv_size = recwifd, buf, max_size, flags):
gdb> fuzz_set_size &recv_size

gdb> fuzz_set_max_size max_size
gdb> i
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%t gdb ./target

gdb> b recv

Breakpoint 1 at Bxd@6d7@

gdb> run

Starting program: /tmp/target

Breakpoint 1, Bx4B6d78 in main ()
gdb> list

123 recv_size = recwifd, buf, max_size, flags):

gdb> fuzz_set_size &recv_size
gdb> fuzz_set_max_size max_size
gdb> fuzz_set_buff buf

odb> I
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%t gdb ./target

gdb> b recv

Breakpoint 1 at Bxd@6d7@

gdb> run

Starting program: /tmp/target

Breakpoint 1, Bx4B6d78 in main ()
gdb> list

123 recv_size = recwifd, buf, max_size,
gdb> fuzz_set_size &recv_size
gdb> fuzz_set_max_size max_size

gdb> fuzz_set_buff buf
gdb> run_fuzzer

flags):
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amer ican fuzzy lop 2.52b (target)

— process timing owerall results
run time : B days, @ hrs, B min, 23 sec cycles done : @
last new path : @ days, @ hrs, B min, B sec total paths : 142
last wniq crash : none seen yet uniq crashes : @
last unig hang : none seen yet uniq hangs : @
— cycle progress ——————————— map coverage
nou processing : 81 (57.84%) map density : B.44% / 2.22%
paths timed out : B (8.00%) count coverage : 1.73 bits/tuple
— stage progress ———————— findings in depth
nouw trying : splice 13 favored paths : 72 (5@8.78%)
stage execs : 23724 (95 83%) neuw edges on : 188 (78, 4Z%)
total execs : 73.9 total crashes : @ (B unigue)
exec speed : 3148/sec total tmouts : B €8 uniquel
— fuzzing strategy yields path geometry
bit flips : nfa, n/a, nfa levels : 4
byte flips : nfa, nfa. n/a pending : 94
arithmetics : n/a, nfa, n/a pend fav : 35
known ints : nsfa, n/a. n/a ouwn finds : 124
dictionary : n/fa, nfa., nfa imported : 16
havoc : 99/47. 7k, 25/24.8k stability : 1680 @@%
trim : 6B8.68%/992, nfa

[cpuBBfd: 14%]1
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OS

Server Main Process
(uid: root)

t IPC

Server Connection
(uid: nobody) <+«>»Network
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Browser Process <+«>» Network

t IPC

Render Process
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Specify Test Scenarios e RUB

img = Data(0x00, 0x23, 0x54, ... )
mnt = mount(img);

dat = Illl;

path = ||/a||

mnt.create file(path, data);
mnt.cwd(path);
mnt.umount();



Specify Test Scenarios e RUB

img = Data(0x00, 0x23, 0x54, ... ) |

mnt = mount(img);

dat = Illl;

e o | Grammar
mnt.create file(path, data); I ?
mnt.cwd(path); FUZZIng'

mnt.umount();




Specify Test Scenarios e RUB

Mutated
img = Data(0x00, 0x23, 0x54, ... )
mnt = mount(img); AFL'Ster
dat = "";
path = "/a"

mnt.create file(path, data);
mnt.cwd(path);
mnt.umount();



Specify Test Scenarios e RUB

img = NtfsImg(headers, clusters, ...)

t = t(img);
e - ounting g Structural
S = e Mutations

mnt.create file(path, data);
mnt.cwd(path);
mnt.umount();



Specify Test Scenarios e RUB

img = Data(0x00, 0x23, 0x54, ... )
mnt = mount(img);

dat = Illl;

path = ||/a||

mnt.create file(path, data);

mnt. cwd(path)
" “ Not reused

mnt.umount (



Interactive Targets

Sa® S. O%h
Focus Mutations /



Interactive Targets
S




Interactive Targets




Interactive Targets




Interactive Targets

Up to 99%

of time saved!
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Kernel Testing

Feedback Fuzzing
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Network Protocol

Feedback Fuzzing



Interactive Targets

Webcrawler

Feedback Fuzzing
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Fuzzing s

WONS & o
Bfies | Plrnstions  ipuis(1)  QSearch  QFilter pLisiens 228
void foo(int  )( ~00400646 push rbp
- £("got 5", 2); 6800547 mov bp,
s 3 00400642 sub rsp, 0x10
6800546 mov dword ptr [1op - 4], edi

void test(int a,int b){ 00400651 mov eax, dword per [rbp -
while(20)
( ntf ("bealn')return;}

a\a") return;}

00400663 push rop

00400669 mov
ood0066C sub rsp, Gx10
int main() 00400670 mov dword ptr [rbp - 4], edi
00400673 mov dword ptr [1bp - 8], esi
nt a,b 00400670 jmp 0x499092
00400678 cap dword ptr [rbp - 5], ©

if(a > 0 a8 a < 50)(

(b >0 8 b < 56 sub dword per [rbp - 41, 1
0(a); o040068e sub dword pr [1bp - 5],
foo(b); 00400692 cap dword ptr [rbp - 4], ©
test(a,b); 00400696 jg 0x408078
00400635 cap dword ptr [rbp - ], ©
b e040069c jne oxa005a:
0040069¢ mov edi, 0x109808
00400623 call 0x40041

return o;
00400628 jmp 0x1806bS

00400023 mov edi, Oxe
004006af call x100i70

004000b4 nop

00400605 Leave

00400000 ret

00400607 push rbp

00400608 mov rbp,

00400600 sub rsp, Ox

004000bf mov rax, quord per fs:[0x28]
004006c8 mov quord ptr [rbp - 8], rax
oB4080cC xor cax, cax

084006ce mov edi, Ox430E08
00400603 call x4004f0

00400608 lea rax, quord per [rop -

0805

0040068 lea rax, quord per [rbp - Gxc]
o04006FC mov rsi, rax
804006 F mov edi, 0xi6081a

00400784 _mov_eax, 0
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B, Debugger (gdb, olly, ...)
N



Ty Debugger (gdb, olly, ...)
N



Ty Debugger (gdb, olly, ...)
N
. 2

Abstract away Time

m Time traveling Debugger
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A Better Tool...

ONS i Dashboerd
BFiles  PTransitions
Token
NotTaken

QFitter

break

transaction
if (last_id
«

76/170

i
ULL 84 “last_id 1= pkthdr . transaction_id)

cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

if (pkthdr.op_code == ISSUE)

if (pkthdr.pkt_type == INIT)

transaction = cgc_new transaction()

if (1transaction)

Gge_send_er ror (ERRNO_WP_ALLOC, ALLOC_MSG)

goto fail

if (cgo_read_data(transaction) != 0)

cgc_send_er ror (ERRNO_HP_UNK, UNK_ERROR_MSG);

goto fail

last_1d = atransaction->id;

else if (pkthdr.pkt_type == FIN 84 last_transaction)

1

0000 1337
3df8 0600
0404 004d
aal0 361b
c381 a37b
0e08 005f

transaction = last_transaction;

0000 0000 3730
0000 0000 0204
cObb e574 0708
040c 00da bfeo
0908 00ff 9853
30b5 89fd 294f

0000
000f
00dc
9138
25c¢5
454f

0000 0000
a85d 492b
a741 0c05
3a50 1ba2
15cd 5991

aBascreb
880dcred
oBascrer
8804cFFS
oB4crfa
oB0dcFfd
e
08040602
o804d609
0804d60f
o8040012
08040615
08040017
88040610
o804d01
68040621
98044026
08040629
a804d62e
88040630
98040033
e804dasa
88040041
a804dads
8804004
oB04dodd
o804
o804dos3
08040659
oBasdast
88040662
oB4dasT
08040669
oBasdace.
08040673
oBa4daTs
~ 6804deTh

RUHR

UNIVERSITAT

BOCHUM

1do21
, dword ptr [ox

. dword ptr o
wov et Ox1ddr
inc byte per [ecx +
mov dword ptr gs: [edi]
wov cx, dhord per [
o dword ptr [ecx
. dvord pir [ebx

Jne ox80ad17a
mov edx, dword ptr [¢
 dword ptr g

inc byte ptr [edx +
mov dvord ptr g




A Better Tool...

ONS i Dashboerd
BFiles  PTransitions
Token
NotTaken

QFitter

break

transaction
if (last_id
«

76/170

i
ULL 84 “last_id 1= pkthdr . transaction_id)

cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

if (pkthdr.op_code == ISSUE)

if (pkthdr.pkt_type == INIT)

transaction = cgc_new transaction()

if (1transaction)

Gge_send_er ror (ERRNO_WP_ALLOC, ALLOC_MSG)

goto fail

if (cgo_read_data(transaction) != 0)

cgc_send_er ror (ERRNO_HP_UNK, UNK_ERROR_MSG);

goto fail

last_1d = atransaction->id;

else if (pkthdr.pkt_type == FIN 84 last_transaction)

1

0000 1337
3df8 0600
0404 004d
aal0 361b
c381 a37b
0e08 005f

transaction = last_transaction;

0000 0000 3730
0000 0000 0204
cObb e574 0708
040c 00da bfeo
0908 00ff 9853
30b5 89fd 294f

0000
000f
00dc
9138
25c¢5
454f

0000 0000
a85d 492b
a741 0c05
3a50 1ba2
15cd 5991

aBascreb
880dcred
oBascrer
8804cFFS
oB4crfa
oB0dcFfd
e
08040602
o804d609
0804d60f
o8040012
08040615
08040017
88040610
o804d01
68040621
98044026
08040629
a804d62e
88040630
98040033
e804dasa
88040041
a804dads
8804004
oB04dodd
o804
o804dos3
08040659
oBasdast
88040662
oB4dasT
08040669
oBasdace.
08040673
oBa4daTs
~ 6804deTh
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1do21
, dword ptr [ox

. dword ptr o
wov et Ox1ddr
inc byte per [ecx +
mov dword ptr gs: [edi]
wov cx, dhord per [
o dword ptr [ecx
. dvord pir [ebx

cup edx, 4

inc byte ptr [edx +
mov dvord ptr g
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IJONQ i Dashboard ECoverage & Queu
BFies  Tanstions & Inputs (8) el 76170 soneres
‘ cBdcreh
Token transaction = MILL esoicred
if (last_id 1= NULL && *last_id 1= pkthdr.transaction_id) eBdcrer
- eB0dctfS
NotTaken cgo_send_er ror (ERRIO_HP_NOT_FOUND, NOT_FOUND_KSG) eBdcra
goto * eB0ACrfd xor edx, esi
GBOACTFF inc byte per [ecx + cax]
68040062 mov dword ptr gs:[edi], Oxa0f
transaction._t *last_transaction = lookup_transaction(pkthdr . transaction_id); 6804009 dvord per [
eB0dder dword ptr [cox +
a8 4 (pkthdr.op_code == ISSUE) eB04de12 dword per [ebx
e804de1s cmp cax, cox
i (pkthdr.pkt_type == INIT) 08040617 mov ccx, O
( eB0dde1
transaction = cge.new_transaction() eB04de1f eax
if (1transaction) esoade2t x, dword ptr [6xa050628]
66040620 dord ptr gs: [edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC.#SG) es0ade2s exsabo
goto fail eB0ddeze esi
5 68040630 inc byte per [eax + eax]
68040833 mov dword ptr gs:[edi], 0x2905
if (cge_read_datatransaction) 1= 0) e804dé3a movax edx, byte per [
o 6804641 shl edx, 6x10
cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) eg0adeds  movex: ca
goto fail or eax,
3 movzx edx, ah
cp edx, 4
if (handle_issue( jne oaoadza  Add Watch Point
goto fail; 59 mov edx, dword p
GB0ddest mov
last_1d = acransaction->1id 68040862 mov
) eB0ddes? xor csi,
else if (pkchdr.pkt_type == FIN && last_transaction) 68040869 inc byte ptr [ed +
GB0ddase mov dword ptr gs:[
last 10 = eB04de73

oBa4daTs
~ 6804deTh

transaction = last_transaction;

0000 1337 0000 0000 3730 0000 0000 0060
3df8 0600 0000 0000 0204 000f a85d 492b
0404 004d cObb e574 0768 00dc a741 0cO5
aal0 361b 0406c 00da bf6O 9138 3a50 1lba2
c381 a37b 0908 00ff 9853 25c5 15cd 5991
0e08 005 30b5 89fd 294f 454f
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IJONQ i Dashboard ECoverage & Queu
BFies  Tanstions & Inputs (8) el 76170 soneres
‘ cBdcreh
Token transaction = MILL esoicred
if (last_id 1= NULL && *last_id 1= pkthdr.transaction_id) eBdcrer
- eB0dctfS
NotTaken cgo_send_er ror (ERRIO_HP_NOT_FOUND, NOT_FOUND_KSG) eBdcra
goto * eB0ACrfd xor edx, esi
GBOACTFF inc byte per [ecx + cax]
68040062 mov dword ptr gs:[edi], Oxa0f
transaction._t *last_transaction = lookup_transaction(pkthdr . transaction_id); 6804009 dvord per [
eB0dder dword ptr [cox +
a8 4 (pkthdr.op_code == ISSUE) eB04de12 dword per [ebx
e804de1s cmp cax, cox
i (pkthdr.pkt_type == INIT) 08040617 mov ccx, O
( eB0dde1
transaction = cge.new_transaction() 6g04d011 eax
if (1transaction) esoade2t x, dword ptr [6xa050628]
66040620 dord ptr gs: [edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC.#SG) es0ade2s exsabo
goto fail eB0ddeze esi
5 68040630 inc byte per [eax + eax]
68040833 mov dword ptr gs:[edi], 0x2905
if (cge_read_datatransaction) 1= 0) 6B04de3a movax edx, byte pr [
o 6804641 shl edx, 6x10
cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) eg0adeds  movex: ca
goto fail or eax,
) movzx edx, ah
cp edx, 4
if (handle_issue( jne ooadiza  Add Watchf ﬁ)lnt
goto fail; 59 x, dword p
cB0adest dword p.
last_1d = acransaction->1id eBoades2 2dc
) eB0ddes? xor csi,
else if (pkchdr.pkt_type == FIN && last_transaction) 68040869 inc byte ptr [ed +
¢ GB0ddase mov dword ptr gs:[
last 10 = eB04de73

oBa4daTs
~ 6804deTh

transaction = last_transaction;

0000 1337 0000 0000 3730 0000 0000 0060
3df8 0600 0000 0000 0204 000f a85d 492b
0404 004d cObb e574 0768 00dc a741 0cO5
aal0 361b 0406c 00da bf6O 9138 3a50 1lba2
c381 a37b 0908 00ff 9853 25c5 15cd 5991
0e08 005 30b5 89fd 294f 454f



A Better Tool...

IJONQ i Dashboard ECoverage & Queu
BFiles  Transiions & inputs (8) el 76170 soneres
‘ eg0acreh
Token transaction = NULL eB0ucred
if (last_id t= NULL & *last_id 1= pkthdr.transaction id) eBdcrer
1 e804cf 5
NotTaken cgo_send_er ror (ERRIO_HP_NOT_FOUND, NOT_FOUND_KSG) egoact e
goto eB0ACrfd xor edx, esi
GBOACTFF inc byte per [ecx + cax]
0804062 mov dword ptr gs:[edil, Oxacf
transaction._t *last_transaction = lookup_transaction(pkchdr . transacton_id) 6804009 dvord per [
egoadent dword ptr [cox +
488 4 (pkthdr.op_code == ISSUE) eB04de12 dword per [ebx
e804de1s cmp cax, cox
i (pkthdr.pkt_type == INIT) 68040817 mov cc, ©
c esoadetc
transaction = cge.new_transaction() eB04de1f eax
if (1transaction) esoade2t x, dword ptr [6x8050626]
6804626 dword ptr gs: [edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC_HSG) es0ade2s exsabo
goto fail eB0ddeze esi
5 0804830 inc byte per [eax + edx]
68040833 mov dword ptr gs:[edi], 0x2905
if (cge_read_data(transaction) != 0) e804dé3a movax edx, byte per [
o 6804641 shl edx, 6x10
cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) 88044644 movax cax, word per [8x8
goto fail or eax,
3 movzx edx, ah
cp ed,

if (handle_issue() jne oaoadiza  EXPr

last_id = atransaction->id; 68040662 mov
) oBaades? xor esi,
else if (pkthdr.pkt_type == FIN & last_transaction) 68040869 inc byte ptr [edx + ¢
oBaadace mov dword pr gs:[
last_1d = 08040673
oBa4daTs

transaction = last_transaction;
o ~ 6804deTh

0000 1337 0000 0000 3730 0000 0000 0060
3df8 0600 0000 0000 0204 000f a85d 492b
0404 004d cObb e574 0768 00dc a741 0cO5
aal0 361b 0406c 00da bf6O 9138 3a50 1lba2
c381 a37b 0908 00ff 9853 25c5 15cd 5991
0e08 005 30b5 89fd 294f 454f



A Better Tool...

WONQ i Dashbosrd ECoverage & Queu
BFiles  Transiions & inputs (8) el 76170 oseres
‘ eg0acreh
Taken transaction = NULL eB0ucred
if (last_id t= NULL & *last_id 1= pkthdr.transaction id) Gg0dcfer
1 e804cf 5
NotTaken cgo_send_er ror (ERRIO_HP_NOT_FOUND, NOT_FOUND_KSG) egoact e
goto eB0ACrfd xor edx, esi
GBOACTFF inc byte per [ecx + cax]
0804062 mov dword ptr gs:[edil, Oxacf
transaction._t *last_transaction = lookup_transaction(pkchdr . transacton_id) 6804009 dvord per [
egoadent dword ptr [cox +
488 4 (pkthdr.op_code == ISSUE) eB04de12 dword per [ebx
e804de1s cmp cax, cox
i (pkthdr.pkt_type == INIT) 68040817 mov cc, ©
c esoadetc
transaction = cge.new_transaction() eB04de1f eax
if (1transaction) esoade2t x, dword ptr [6x8050626]
6804626 dword ptr gs: [edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC_HSG) es0ade2s exsabo
goto fail eB0ddeze esi
. 0804830 inc byte per [eax + edx]
68040833 mov dword ptr gs:[edi], 0x2905
if (cge_read_data(transaction) != 0) eB0adesa movex: cdx, byte per [
S 6804641 shl edx, 6x10
cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) eg0adeds  movex: ca
goto fail or eax,
3 movzx edx, ah
cp ed,

if (handle_issue() jne oaoadiza  EXPr

goto fail 9804059 mov ecx, dword p
oB04dest mov esi, d edx]

last_id = atransaction->id; 68040662 mov
) oBaades? xor esi,
else if (pkthdr.pkt_type == FIN & last_transaction) 68040869 inc byte ptr [edx + ¢
oBaadace mov dword pr gs:[
last_1d = 08040673
oBa4daTs

transaction = last_transaction;
o ~ 6804deTh

0000 1337 0000 0000 3730 0000 0000 0060
3df8 0600 0000 0000 0204 000f a85d 492b
0404 004d cObb e574 0768 00dc a741 0cO5
aal0 361b 0406c 00da bf6O 9138 3a50 1lba2
c381 a37b 0908 00ff 9853 25c5 15cd 5991
0e08 005 30b5 89fd 294f 454f



A Better Tool...

WONQ i Dashbosrd ECoverage & Queu
BFiles  Transiions & inputs (8) el 76170 oseres
‘ eg0acreh
Taken transaction = NULL eB0ucred
if (last_id t= NULL & *last_id 1= pkthdr.transaction id) Gg0dcfer
1 e804cf 5
NotTaken cgo_send_er ror (ERRIO_HP_NOT_FOUND, NOT_FOUND_KSG) egoact e
goto eB0ACrfd xor edx, esi
GBOACTFF inc byte per [ecx + cax]
0804062 mov dword ptr gs:[edil, Oxacf
transaction._t *last_transaction = lookup_transaction(pkchdr . transacton_id) 6804009 dvord per [
egoadent dword ptr [cox +
488 4 (pkthdr.op_code == ISSUE) eB04de12 dword per [ebx
e804de1s cmp cax, cox
i (pkthdr.pkt_type == INIT) 68040817 mov cc, ©
c esoadetc
transaction = cge.new_transaction() eB04de1f eax
if (1transaction) esoade2t x, dword ptr [6x8050626]
6804626 dword ptr gs: [edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC_HSG) es0ade2s exsabo
goto fail eB0ddeze esi
. 0804830 inc byte per [eax + edx]
68040833 mov dword ptr gs:[edi], 0x2905
if (cge_read_data(transaction) != 0) eB0adesa movex: cdx, byte per [
S 6804641 shl edx, 6x10
cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) eg0adeds  movex: ca
goto fail or eax,
3 movzx edx, ah
cp ed,

if (handle_issue() jne oaoadiza  EXPr

goto fail 9804059 mov ecx, dword p
oB04dest mov esi, d edx]

last_id = atransaction->id; 68040662 mov
) oBaades? xor esi,
else if (pkthdr.pkt_type == FIN & last_transaction) 68040869 inc byte ptr [edx + ¢
oBaadace mov dword pr gs:[
last_1d = 08040673
oBa4daTs

transaction = last_transaction;
o ~ 6804deTh

0000 1337 0000 0000 3730 0000 0000 0060
3df8 0600 0000 0000 0204 000f a85d 492b
0404 004d cObb e574 0768 00dc a741 0cO5
aal0 361b 0406c 00da bf6O 9138 3a50 1lba2
c381 a37b 0908 00ff 9853 25c5 15cd 5991
0e08 005 30b5 89fd 294f 454f



A Better Tool...

IJONQ i Dashboard ECoverage & Queu

76170
Sreak R
ssotcred

Token transaction = WLL; ssotcred
if (last 1 1= NULL &8 “last_id 1= pkthdr.transaction id) ssodcrer

. ssotctts

oB4crfa
8804cFfd xor edx, esi

G804CTFf inc byte prr [ecx + edx]
08040802 mov dword ptr gs: [edi], Oxasf
o804d609

0804d60f
o8040012

BFies  PTransitions & Inputs (6)

NotTaken cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

@ 3 (pkthdr..op_code == ISSUE) dhord ptr [ebx
e804de1s cmp cax, cox
i (pkthdr.pkt_type == INIT) 08040617 mov ccx, O
( eB0dde1
transaction = cgo_new transaction() eB04de1f eax
if (1transaction) esoade2t x, dword ptr [6xa050628]
66040620 dord ptr gs: [edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC.#SG) es0ade2s exsabo
goto fail es04deze esi
. 68040630 inc byte per [eax + eax]
68040833 mov dword ptr gs:[edi], 0x2905
if (cge_read_datatransaction) 1= 0) 6B04de3a movax edx, byte pr [
6804641 shl edx, 6x10
cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) eg0adeds  movex: ca
goto fail or

Jne ox80ad17a
ord ptr [0

if (handle_issue()

59
oBasdast
88040662

goto fail X, o
o

last_1d = atransaction->id;
) o804da67 xor

else if (pkthdr.pkt_type == FIN & last_transaction) 68040869 inc byte ptr [edx + ¢
oBaadace mov dword pr gs:[
last_1d = 08040673
oBa4daTs

transaction = last_transaction;
o ~ 6804deTh

0000 1337 0000 0000 3730 0000 0000 0060 edx
3df8 0600 0000 0000 0204 000f a85d 492b

0404 004d cObb e574 0768 00dc a741 0cO5

aal0 361b 0406c 00da bf6O 9138 3a50 1lba2

c381 a37b 0908 00ff 9853 25c5 15cd 5991

0e08 005 30b5 89fd 294f 454f



A Better Tool...

ONS i Dashboerd
BFiles  PTransitions
Token
NotTaken

QFitter

break

transaction
if (last_id
«

76/170

i
ULL 84 “last_id 1= pkthdr . transaction_id)

cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

if (pkthdr.op_code == ISSUE)

if (pkthdr.pkt_type == INIT)

transaction = cgc_new transaction()

if (1transaction)

Gge_send_er ror (ERRNO_WP_ALLOC, ALLOC_MSG)

goto fail

if (cgo_read_data(transaction) != 0)

cgc_send_er ror (ERRNO_HP_UNK, UNK_ERROR_MSG);

goto fail

last_1d = atransaction->id;

else if (pkthdr.pkt_type == FIN 84 last_transaction)

1

0000 1337
3df8 0600
0404 004d
aal0 361b
c381 a37b
0e08 005f

transaction = last_transaction;

0000 0000 3730
0000 0000 0204
cObb e574 0708
040c 00da bfeo
0908 00ff 9853
30b5 89fd 294f

0000 0000 0000
000f a85d 492b
00dc a741 0c05
9138 3a50 1lba2
25c¢5 15cd 5991
454f

aBascreb
880dcred
oBascrer
8804cFFS
oB4crfa
oB0dcFfd
e
08040602
o804d609
0804d60f
o8040012
08040615
08040017
88040610
o804d01
68040621
98044026
08040629
a804d62e
88040630
98040033
e804dasa
88040041
a804dads
8804004
oB04dodd
o804
o804dos3
08040659
oBasdast
88040662
oB4dasT
08040669
oBasdace.
08040673
oBa4daTs
~ 6804deTh

RUHR
UNIVERSITAT
BOCHUM

1do21
, dword ptr [ox

 dword ptr g
mov esi, ox14df
inc byte per [ecx +
mov dword ptr gs: [edi], Oxa6f
mov ecx, dword ptr [

 dword ptr [ecx

. dword ptr [ebx

Jne ox80ad17a
mov edx, dword ptr [¢
 dword ptr g

inc byte ptr [edx +
mov dvord ptr g

oy



A Better Tool...

IJONQ i Dashboard ECoverage & Queu

76170
Sreak R
ssotcred

Token transaction = WLL; ssotcred
if (last 1 1= NULL &8 “last_id 1= pkthdr.transaction id) ssodcrer

. ssotctts

oB4crfa
8804cFfd xor edx, esi

G804CTFf inc byte prr [ecx + edx]
08040802 mov dword ptr gs: [edi], Oxasf
o804d609

0804d60f
o8040012

BFies  PTransitions & Inputs (6)

NotTaken cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

@ 3 (pkthdr..op_code == ISSUE) dhord ptr [ebx
e804de1s cmp cax, cox
i (pkthdr.pkt_type == INIT) 08040617 mov ccx, O
( eB0dde1
transaction = cgo_new transaction() eB04de1f eax
if (1transaction) esoade2t x, dword ptr [6xa050628]
66040620 dord ptr gs: [edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC.#SG) es0ade2s exsabo
goto fail es04deze esi
. 68040630 inc byte per [eax + eax]
68040833 mov dword ptr gs:[edi], 0x2905
if (cge_read_datatransaction) 1= 0) 6B04de3a movax edx, byte pr [
6804641 shl edx, 6x10
cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) eg0adeds  movex: ca
goto fail or

Jne ox80ad17a
ord ptr [0

if (handle_issue()

59
oBasdast
88040662

goto fail X, o
o

last_1d = atransaction->id;
) o804da67 xor

else if (pkthdr.pkt_type == FIN & last_transaction) 68040869 inc byte ptr [edx + ¢
oBaadace mov dword pr gs:[
last_1d = 08040673
oBa4daTs

transaction = last_transaction;
o ~ 6804deTh

0000 1337 0000 0000 3730 0000 0000 0060 ed
3df8 0600 0000 0000 0204 000f a85d 492b

0404 004d cObb e574 0768 00dc a741 0cO5

aal0 361b 0406c 00da bf6O 9138 3a50 1lba2

c381 a37b 0908 00ff 9853 25c5 15cd 5991

0e08 005 30b5 89fd 294f 454f

¥ Analyze Input



A Better Tool...

IJONQ i Dashboard ECoverage & Queu

76170
Sreak R
ssotcred

Token transaction = WLL; ssotcred
if (last 1 1= NULL &8 “last_id 1= pkthdr.transaction id) ssodcrer

. ssotctts

oB4crfa
8804cFfd xor edx, esi

G804CTFf inc byte prr [ecx + edx]
08040802 mov dword ptr gs: [edi], Oxasf
o804d609

0804d60f
o8040012

BFies  PTransitions & Inputs (6)

NotTaken cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

@ 3 (pkthdr..op_code == ISSUE) dhord ptr [ebx
e804de1s cmp cax, cox
i (pkthdr.pkt_type == INIT) 08040617 mov ccx, O
( eB0dde1
transaction = cgo_new transaction() eB04de1f eax
if (1transaction) esoade2t x, dword ptr [6xa050628]
66040620 dord ptr gs: [edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC.#SG) es0ade2s exsabo
goto fail es04deze esi
. 68040630 inc byte per [eax + eax]
68040833 mov dword ptr gs:[edi], 0x2905
if (cge_read_datatransaction) 1= 0) 6B04de3a movax edx, byte pr [
6804641 shl edx, 6x10
cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) eg0adeds  movex: ca
goto fail or

Jne ox80ad17a
ord ptr [0

if (handle_issue()

59
oBasdast
88040662

goto fail X, o
o

last_1d = atransaction->id;
) o804da67 xor

else if (pkthdr.pkt_type == FIN & last_transaction) 68040869 inc byte ptr [edx + ¢
oBaadace mov dword pr gs:[
last_1d = 08040673
oBa4daTs

transaction = last_transaction;
o ~ 6804deTh

0000 1337 0000 0000 3730 0000 0000 0060 ed
3df8 0600 0000 0000 0204 000f a85d 492b

0404 004d cObb e574 0768 00dc a741 0cO5

aal0 361b 0406c 00da bf6O 9138 3a50 1lba2

c381 a37b 0908 00ff 9853 25c5 15cd 5991

0e08 005 30b5 89fd 294f 454f

¥
Analyzglpput



A Better Tool... Bl

BOCHUM

WONQ s Dashbosrd = Coverage S Queus
Bfies  Plrnstions  Sious(®) QSearch  QFiter e tiind wswacrey xor ecx, ecx
I e Ggodoren cap cax, cox
Token Cransaction = NLL;
& it (last 1 t= NULL a8 *last_id 1= pkthdr.transaction id)
«
NotTaken

cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)
goto fail

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

2]
@ 4 (pkthdr.op_code == ISSUE) 6804012 lea cox, dword pr [ebx + ccx's]
@ 68040015 cup cax, ecx
i (pkthdr.pkt_type == INIT) 08040017 mov ecx, ©
¢ 6B0ddo1c  cmovae cax, ccx
2 transaction = coc_new. transaction() 0804001 mov ecx, eax
if (1transaction) 68040621 mov cax, dword ptr [6x8050626]
¢ 6804626 mov edx, dword ptr gs:[edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC_HSG) 68040629 mov esi, 0x5300
goto fail eg04dsze xor edx, esi
68040630 inc byte per [eax + edx]
68040933 mov dword ptr gs:[edi], 0x2903
if (cge_read_data(transaction) != 0) 6B04d63a movzx edx, byte per [ox
¢ 6804641 shl edx, 6x10
5 cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) 68040644 movax cax, word per [ox

2 goto T

8804d0ab or cax, e

B804d04d  movax ed, ah
6804d050 cup edx, 4
505 if (handle_issue() 1= 0804d053  jne 0x804d174
goto fail; 68040859 mov e, dword ptr (945056625
so7 0804005 mov esi, dword ptr gs: [edi]
last_1d = acransaction->1id 68040862 mov ebp, Ox2def
s 3 B804do07 xor esi, cbp
else it (pkchdr.pkt_type == FIN & last_transaction) 68040069 inc byte ptr [t + &

eB04dosC mov dword per gs:[edi], OxiseT
last_1d = 08040673 test al, al
transaction = last_transaction; 88044675 Je 0x8B4d37F
o " 0804d07b mov edx, dword ptr

0000 1337 0000 0000 3730 0000 0000 0000/
00000010 : BUFSHOGEONO00ONA000I 0204N000FNEE5ENA92E
00000020 0404NO0AGNGOBENESTZ ©708N00dENa74IN0E0S!
00000030 SEIONSENE 040CNOOUENGFOONOISENSE50MIGE2
00000040 CSSINEEEE 090SNOORRNOSS3N2SEEMISEANSToN
00000050 0eHSNOESTNSOFSNSOFAN2OANASHTH

7o 700 804d050: edx




A Better Tool...

IJONQ i Dashbosrd = Coverage & Queu
BFiles  PTransitions & Inputs (8) Qsearch  QFilter s e
Taken transaction = NULL;
& if (last_id 1= NULL 8 *last_id 1= pkthdr. transaction id)
{

NotTaken 8 cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)
& goto fail

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

1Y if (pkthdr .op_cod

TssUE)

if (pkthdr.pkt_type == INIT)
¢

2 transaction = cgc_new transaction()
if (1transaction)
Gge_send_er ror (ERRNO_WP_ALLOC, ALLOC_MSG)
goto fail

if (cgo_read_data(transaction) != 0)

cgc_send_er ror (ERRNO_HP_UNK, UNK_ERROR_MSG);
2 goto T

if (handle_issue() 1=
goto fail;

last_1d = atransaction->id;

¥
else if (pkthdr.pkt_type == FIN 84 last_transaction)
¢

d:000008,5rc:000001,0p:havoc,rep:é
00000000
00000010 : BUFSHOGEONO00ONA000I 0204N000FNEE5ENA92E
00000020 04PANG0ACNCOEENESTA ©708N00dENa7AINOE05!
00000030 SEIONSENE 040CNOOUENGFOONOISENSE50MIGE2
00000040 CSSINEEEE 090SNOORRNOSS3N2SEEMISEANSToN
00000050 0eHSNOESTNSOFSNSOFAN2OANASHTH

eB0dcreh

8804004
oB04dodd
o804do50
o804dos3
68040859
eB04desT

RUHR
UNIVERSITAT
BOCHUM

cap cax, ebx

ib 0x804de21

mov ecx, dword ptr [exaoses2a]
mov edx, dword ptr gs:[edi]
mov esi, ox14df

ine byte pr [ecx + edx]
mov dword ptr gs: [edi], Oxa6f
mov ecx, dword ptr [ox8050580]

lea ccx, dvord ptr [ecx + ecx'2]
lea cox, dvord ptr [ebx + ecx'a]
cap eax, ecx

Bov eax, dword ptr [6x6050626]
wov edx, dword ptr gs:[edi]

inc byte pr [eax + edx]

mov dword ptr gs: [edi], 0x2908
movzx edx, byte ptr [8x805866¢]
Shl edx, 6x10

movax cax, word per [6x
movax ed, ah

cup edx, 4

Jne ox80ad17a

mov edx, dword ptr [0x8050626;
mov esi, dword ptr gs:[edi]

if changed, we don't reach,

the breakpoint

~ 6804deTh

J S

oxge?

mov edx, dword ptr

c.o.7....70...... 0804d050: edx



A Better Tool... Bl

BOCHUM

WONQ s Dashbosrd = Coverage S Queus
Bfies  Plrnstions  Sious(®) QSearch  QFiter e tiind wswacrey xor ecx, ecx
I e Ggodoren cap cax, cox
Token Cransaction = NLL;
& it (last 1 t= NULL a8 *last_id 1= pkthdr.transaction id)
«
NotTaken

cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)
goto fail

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

e 2]
@ 4 (pkthdr.op_code == ISSUE) 6804012 lea cox, dword pr [ebx + ccx's]
@ 68040015 cup cax, ecx
i (pkthdr.pkt_type == INIT) 08040017 mov ecx, ©
¢ 6B0ddo1c  cmovae cax, ccx
2 transaction = coc_new. transaction() 0804001 mov ecx, eax
if (1transaction) 68040621 mov cax, dword ptr [6x8050626]
¢ 6804626 mov edx, dword ptr gs:[edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC_HSG) 68040629 mov esi, 0x5300
goto fail eg04dsze xor edx, esi
68040630 inc byte per [eax + edx]
68040933 mov dword ptr gs:[edi], 0x2903
if (cge_read_data(transaction) != 0) 6B04d63a movzx edx, byte per [ox
¢ 6804641 shl edx, 6x10
5 cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) 68040644 movax cax, word per [ox

2 goto fai

8804d0ab or cax, e

6B04d04d movzx edx, ah
e804des0 cup edx, 4
505 if (handle_issue() 1= 6804d053  jne oxB0ad17a
goto fail 98040859 mov edx, dword ptr [6x050625
so7 6B04d6ST mov s, dword per gs:[edi]
last_id = atransaction->id; 88040862 mov ebp, Ox2dcf

6B04de67 xor s, ebp

¥
else if (pkthdr .pkt_type

FIN & last_cransaction)

directly affects the value

00000000 : DONONISSTNO0OONO000NS A= 000N0000N0000 . .
00000010 : BUFSHOGOONO00ONA000I 204N000FNEESENA92E
00000020 04PANG0ACNCOEENESTA ©708N00dENa7AINOE05!
00000030 SEIONSENE 040CNOOUENGFOONOISENSE50MIGE2
00000040 CSSINEEEE 090SNOORRNOSS3N2SEEMISEANSToN
00000050 0eHSNOESTNSOFSNSOFAN2OANASHTH

804d050: edx




A Better Tool...

IJONQ i Dashbosrd = Coverage & Queu
BFiles  PTransitions & Inputs (8) Qsearch  QFilter s e
Taken transaction = NULL;
& if (last_id 1= NULL 8 *last_id 1= pkthdr. transaction id)
{
NotTaken Z

cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)
u goto fail

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

if (pkthdr .op_cod

TssUE)

if (pkthdr.pkt_type == INIT)
¢

2 transaction = cgc_new transaction()
if (1transaction)
Gge_send_er ror (ERRNO_WP_ALLOC, ALLOC_MSG)
goto fail

if (cgo_read_data(transaction) != 0)

cgc_send_er ror (ERRNO_HP_UNK, UNK_ERROR_MSG);
2 goto T

if (handle_issue() 1=
goto fail;

last_1d = atransaction->id;

¥
else if (pkthdr.pkt_type == FIN 84 last_transaction)
¢

last_1d =
transaction = last_transaction;

000001,0p:havoc,re v
00000000 : DONONISSTN 5 G000NS7S0N0000N0000N0000!
00000010 : BUfSNO60LuO0ONE000I 0204N000FNEESENA92E
00000020 04PANG0ACNCOEENESTA ©708N00dENa7AINOE05!
00000030 SEIONSENE 040CNOOUENGFOONOISENSE50MIGE2
00000040 CSSINEEEE 090SNOORRNOSS3N2SEEMISEANSToN
00000050 0eHSNOESTNSOFSNSOFAN2OANASHTH
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eB0dcreh

cap eax, ebx
ib oxeoddo21
6B0dctef mov ecx, dword ptr [6x3050526]
9804Cf S mov edx, dword ptr gs:[edi]
6B04cTf8 mov esi, Ox14dT
6B0dcffd xor edx, est

inc byte per [ecx + edx]
9604462 mov dword ptr gs: [edi], OxaGT
08044809 mov ccx, dword ptr [0x8050580]

8804d00f Lea ecx, dword ptr [ecx + ecx”2]
68040612 lea ccx, dword pLr [ebx + ecx*a]
8044015 cmp eax, ecx

08040517 mov o, O

6804d01C  crovae eax, sox

0804d01F  wov ccx, eax
8804621 mov cax, dord ptr [0xa

28]

68040626 mov edx, dword ptr gs: [edi]
88040629 mov s, 6x5300

oB04de2e xor cox, esi

88040630 inc byte ptr [eax + eix]
08040633 mov dword ptr gs:[edi], 0x2908
6B04d63a movzx edx, byte per [ex0sesse]
0804841 ShL cdx, Ox10

68040644 movzx eax, word per [ox:
8804dab or cax, edx
6B04d04d movzx edx, ah
e804des0 cup edx, 4
6804d053  jne oxB0ad17a
88040059 mov edx, dword ptr [9x8050028
6B04d6ST mov s, dword per gs:[edi]
98040862 mov cbp, Ox2dcf

xor esi, ebp
inc byte ptr [edx + esi

ptr gs:[edi], oxiser

doesn't matter e

dword ptr

68040869

-

oo0l/Joooaao
e I




A Better Tool... Pikear

BOCHUM

IJONQ i Dashboard ECoverage & Queu
BFies  PTranstions  Elputs (@) QSearch  QuFilter i e svseres xor con, eon
75 - eBodcteb cap cax, ebx
Token transaction = NULL 6B0dcted 3b 0xEaddo21
8 if (last_id = NULL & *last_id 1= pkthdr . transaction id) eB0acref mov ecx, dword pr [6x3050628]
i 8804CTFS mov cdx, dword ptr gs: [<di]
NotTaken 5 cgo_send_er ror (ERRIO_HP_NOT_FOUND, NOT_FOUND_KSG) 804Tf8 mov esi, X147

a goto fail 6B0dcffd xor edx, est

3 0B04cTFf inc byte pr [ecx + edx]

P . 8040862 mov dword ptr gs: [edi], Oxa5T

transaction._t *last_transaction = lookup_transaction(pkchdr . transacton_id) 9804009 mov ccx, dword ptr [0x8050650]

@ 0804060 lea cox, dword ptr [ecx + cox°2]

s @ if (pkthdr.op code == ISSUE) 6804d612 lea ccx, dword ptr [ebx + cox*6]

- 68040015 cup cax, ecx

i (pkthdr.pkt_type == INIT) 08040017 mov ecx, ©

{ 6B0ddo1c  cmovae cax, ccx
2 transaction = coc_new. transaction() 0804001 mov ecx, eax

3. (1cranssction) 68040621 mov cax, dword ptr [6x8050626]
. ¢ 08044626 mov edx, dword pir gs: [edi]
5 cge_send_er ror (ERRNO_HP_ALLOC, ALLOC_HSG) 68040629 mov esi, 0x5300
goto fail 6804de2e xor edx, esi
68040630 inc byte per [eax + edx]

e 0804033 mov dword ptr gs: [edi], 6x29ds
if (cge_read_data(transaction) != 0) 6B04d63a movzx edx, byte per [ExBe5e66e]
¢ 08040841 shl edx, Ox10

5 cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) 8044644 movzx cax, word per [ExBese66c]

2 goto fai

8804dab or cax, edx

6B04d04d movzx edx, ah
e804des0 cup edx, 4
505 if (handle_issue() 1= 6804d053  jne oxB0ad17a
goto ail; 98040859 mov cdx, dword ptr [9x3050625
so7 6B04d6ST mov s, dword per gs:[edi]
last_1d = atransaction->id; 98040862 mov cbp, Ox2dcf
s 3 6B04dos7 xor s, ebp
else if (pkthdr.pkt_type == FIN & last_transaction) 88040869 inc byte ptr [edx + esi.
5 ¢ 6B04dose mov dword per gs:[edi], Oxiger
last_1d = 8040673 test al, al
3 transaction = last_transaction; 6B04deTS Je OxE04IaTT

affects the number how
often the BP was hit ¢

R e

00000000 POOONISSTNOOOONO000NZ

00000030 SEIONSEIE 040 ZwcalbTOONoISENSa50NIbaE2I
00000040 NEINSENE OoNENEDNNEEEENEENNETNEEEN (. )
00000050 0cDBNO0STNSOBSNSoFaN2OAFNA5HT ..._0...)0E0



A Better Tool... Bl

BOCHUM

WONQ s Dashbosrd = Coverage S Queus
Bfies  Plrnstions  Sious(®) QSearch  QFiter e tiind wswacrey xor ecx, ecx
I e Ggodoren cap cax, cox
Token Cransaction = NLL;
& it (last 1 t= NULL a8 *last_id 1= pkthdr.transaction id)
«
NotTaken

cgo_send_error (ERRNO_MP_NOT_FOUND, NOT_FOUND_HSG)
goto fail

transaction_t *last_transaction = Lookup_transaction(pkthdr . transaction_id);

2]
@ 4 (pkthdr.op_code == ISSUE) 6804012 lea cox, dword pr [ebx + ccx's]
@ 68040015 cup cax, ecx
i (pkthdr.pkt_type == INIT) 08040017 mov ecx, ©
¢ 6B0ddo1c  cmovae cax, ccx
2 transaction = coc_new. transaction() 0804001 mov ecx, eax
if (1transaction) 68040621 mov cax, dword ptr [6x8050626]
¢ 6804626 mov edx, dword ptr gs:[edi]
cge_send_er ror (ERRNO_HP_ALLOC, ALLOC_HSG) 68040629 mov esi, 0x5300
goto fail eg04dsze xor edx, esi
68040630 inc byte per [eax + edx]
68040933 mov dword ptr gs:[edi], 0x2903
if (cge_read_data(transaction) != 0) 6B04d63a movzx edx, byte per [ox
¢ 6804641 shl edx, 6x10
5 cge_send_er ror (ERRNO_HP_UNK, UNK_ERRORMSG) 68040644 movax cax, word per [ox

2 goto T

8804d0ab or cax, e

B804d04d  movax ed, ah
6804d050 cup edx, 4
505 if (handle_issue() 1= 0804d053  jne 0x804d174
goto fail; 68040859 mov e, dword ptr (945056625
so7 0804005 mov esi, dword ptr gs: [edi]
last_1d = acransaction->1id 68040862 mov ebp, Ox2def
s 3 B804do07 xor esi, cbp
else it (pkchdr.pkt_type == FIN & last_transaction) 68040069 inc byte ptr [t + &

eB04dosC mov dword per gs:[edi], OxiseT
last_1d = 08040673 test al, al
transaction = last_transaction; 88044675 Je 0x8B4d37F
o " 0804d07b mov edx, dword ptr

0000 1337 0000 0000 3730 0000 0000 0000/
00000010 : BUFSHOGEONO00ONA000I 0204N000FNEE5ENA92E
00000020 0404NO0AGNGOBENESTZ ©708N00dENa74IN0E0S!
00000030 SEIONSENE 040CNOOUENGFOONOISENSE50MIGE2
00000040 CSSINEEEE 090SNOORRNOSS3N2SEEMISEANSToN
00000050 0eHSNOESTNSOFSNSOFAN2OANASHTH

7o 700 804d050: edx
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A Better

IJONQ i Dax

BFies  PTransitions

Taken:

NotTaken

76/170
QFilter =
break;
transaction = NULL;
if (last_id 1= NULL 8 *last_id 1= pkthdr.transaction id)

ac_send_error (ERRIP_NILFCLND, MOL_FOUID g

transaction = cgc_new transaction()

KLLOC, ALLOC_HSG).

68040633 mov dword ptr
6B04de3a movzx cdx, by
0804841 ShL cdx, Ox10

Last_transaction;

080 IdUJU edx

00000050 0e08 005f 30b5 89fd 294f 454f



A Better Tool... et RIUB

[Mcamtuf@raccoon afl]$ ./afl-analyze —-e -i testcases/images/png/not_kitty.png ~/readpng
afl-analyze 2.00b by <lcamtuf@google.com=>

[+] Read 218 bytes from "testcases/images/png/not_kitty.png".
Performing dry run (mem limit = 25 MB, timeout = 1000 ms, edges only)...
Analyzing input file (this may take a while)...

no—-op block - suspected length field
superficial content - suspected cksum or magic int
critical stream - suspected checksummed block
"magic value” section

00 #00 #00 #0d
FQ




Root Cause Analysis e RUB
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Root Cause Analysis e RUB

//\//
v Bt
v %
*
/w %/
v &y
v

val.type != MRB_TT EXCEPTION



Root Cause Analysis e RUB

//\//
v Sy
v %
* v
// %
7 s 7
v
val.type !'= MRB TT EXCEPTION
val.type < 123
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//\//
v Sy
v %
* v
// %
7 s 7
v
val.type !'= MRB TT EXCEPTION
val.type < 123



Root Cause Analysis e RUB

//\//
v Sy
v %
* v
// %
7 s 7
v
val.type !'= MRB TT EXCEPTION
val.type < 123




Root Cause Analysis e RUB

val.type !'= MRB TT EXCEPTION
val.type < 123




Heap Feng Shui e RUB

https://sean.heelan.io/heaplayout/



Heap Feng Shui e RUB

https://sean.heelan.io/heaplayout/



Heap Feng Shui e RUB

https://sean.heelan.io/heaplayout/



Heap Feng Shui e RUB

Overflow

https://sean.heelan.io/heaplayout/



Key Takeaways:
printf

Debugger

Time Traveling
Debugger

Fuzzer + Debugger




Unfuzzable Code




Code that doesn't run? et RIUB




Code that doesn't run? et RIUB
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Code that doesn't run? et RIUB
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Code that doesn't run? et RIUB
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P2IM
HALucinator



Key Takeaways:

f

~You underestimate
Y, the fuzzer

Vol 4 e






AntiFuzz
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AntiFuzz




AntiFuzz

5

/ﬁ\ -
g %’ \/\ Pick Path by hash(input)

T |




AntiFuzz




AntiFuzz

l s
— I
= \ >
3
A /4 \ /\ Pick Path by hash(input)
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AntiFuzz

SLOW
DOWN!




AntiFuzz

if(parse_error){

SLOW printf("couldn't parse\n");
I exit(1);
DOWN!| ,



AntiFuzz

if(parse_error){

SLOW printf("couldn't parse\n");
delay(1);
DOWN! oA
}



AntiFuzz

if(parse_error){

SLOW printf("couldn't parse\n");
delay(1);
DOWN! oA
}

Signal Handler!



AntiFuzz

Symbolic Execution? Taint Tracking?



AntiFuzz

Symbolic Execution? Taint Tracking?

iInput = enc(dec(input));



AntiFuzz et RIUB

objdump

Plain objdump Protected

— =

]

# Branches covered

Vuizer AFL Hohgg QSYM Vuizer AFL Hohgg QSYM




Key Takeaways:

/A Katelyn Gadd @antumbral - 29.05 v
W}ﬁj B otroeop Ha @johnregehr
" this sure seems like hostile research to me
"how can | ensure that software is full of vulnerabilities only known to me"

O 1 n QO 4 q

/A Katelyn Gadd @antumbral - 29.05 v
rﬁf we need a term for hostile researchers like this, sort of the "you are
“"undermining the future of the human race" equivalent of "class traitor"

Q 2 1 QO 8 0



;

DONT GET ANY BUG REPORTS
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Fuzzers

As Building Blocks for a
New Generation of Tools



‘ el \; - : o 1;1'.“. : ’cﬁ,w\fz
Let!s Build Bett r.n'l'qug.‘é




github.com/RUB-SysSec/kAFL
github.com/RUB-SysSec/nautilus
github.com/RUB-SysSec/grimoire
github.com/RUB-SysSec/antifuzz
github.com/eqv/fuzz_ui




© @is_eqv
) github.com/eqv

® cornelius.aschermann@rub.de

©® @ms_s3c
) github.com/schumilo
® sergej.schumilo@rub.de

Special Thanks to:

Ali Abbasi, Tim Blazytko, Robert Gawlik,
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Daniel Teuchert, Simone Wérner, and all the
others that made this research possible.




