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xor    edi,edi
mov    edx,0x5
call   2c190
mov    esi,ebp
       rdi,rax
  v    edx,r13d
xo     eax,eax
call   50c40



Nyx - Performance

cxxfilt nm-new readelf size strings objdump as-new

AFL laf-IntelNyx

1000

2000

3000

4000
e
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d_open_flags = s.data_u32("open_flags", [flags(O_RDONLY, O_WRONLY, O_RDWR, O_NONBLOCK)] )

# Nodes
n_path = s.node_type("open_cdrom", outputs=[t_cdrom_fd], data=d_open_flags)
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A simple struct
Custom Dictionary

Define Nodes

// Instant Intepreter, just add handlers:
void handler_open_cdrom(d_open_flags *data_open_flags, t_fd* output_0){
        // insert code here
}

void handler_cdrom_CDROMREADTOCHDR(d_cdrom_tochdr *data_cdrom_tochdr, t_fd* borrow_0){
        // insert code here
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github.com/RUB-SysSec/kAFL

github.com/RUB-SysSec/nautilus

github.com/RUB-SysSec/grimoire

github.com/RUB-SysSec/antifuzz

github.com/nyx-fuzz/libxdc

github.com/nautilus-fuzz/nautilus

github.com/RUB-SysSec/redqueen

github.com/RUB-SysSec/ijon
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github.com/schumilo

sergej@schumilo.de

@is_eqv

github.com/eqv

cornelius@hexgolems.com
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