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Targets:

-mruby

-PHP

-lua
-ChackraCore




vs. AFL / IFuzzer
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ObjectSpace.each do |a|
begin
a.method(...)
rescue
end
end
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mruby:

CVE-2018-10191:
CVE-2018-10199:
CVE-2018-11743:
CVE-2018-12249:
CVE-2018-12247:
CVE-2018-12248:

Stack Overflow

UAF

UAF

Use of Uninitialized Pointer
SEGV

SEGV

Heap Buffer Overflow
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Division by Zero
SEGV
Stack Overflow

lua:
UAF

ChakraCore:
OOM Crash
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- Splicing Is important!
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